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Abstract 

MANET is an infrastructure-less ad-hoc network. It is a collection of mobile nodes that are connected in 

an arbitrary and dynamic manner. ANN (Artificial Neural Network) is a type of Machine Learning 

scientific and statistical model that is used by computer systems in order to perform a task without 

involvement of explicit intrusion, rather than relying on interference and patterns instead. As there is 

node mobility that can impose different security issues, MANETs are found more susceptible in security 

provision. In order to resolve this security issue, some authentication and encryption techniques can be 

proposed for the first-line defence in order to mitigate the security risks. However, complete eradication 

of these types of risks is next to impossible. For the second-line defence, the necessity of an Intrusion 

Detection System (IDS) is essential in this case. IDS can be referred as a method tool or resource that can 

help to detect access and warn for any activity of unapproved or unauthorised network activity. Thus, it is 

important to deploy a hybrid network using ANN based and data mining based IDS systems that can 

enable the system in making decisions on intrusion in a mobile environment. This paper is going to 

present a hybrid model for IDS using ANN and data mining approaches. 
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1. Introduction 

MANET being a moving ad-hoc network consists of a series of autonomous nodes which 

make a multi-hoc radio and dynamic network in a cooperative and decentralized way. Due to 

the unique features this technology is being utilised to support the communication in those 

environments where it is next to impossible to deploy any high infrastructural network. These 

environments can be considered as disaster recovery commercial sectors, sites and military 

battlefields. MANET is considered as very susceptible to different types of attacks such as 

routing, eavesdropping, packet modification due to the dynamic topology and node mobility. 

Thus, it is important to deploy a hybrid network using ANN based and data mining based IDS 

systems that can enable the system in making decisions on intrusion in a mobile environment. 

 

2. Problem detection 

The attacks in MANET can be classified into two major categories such as active and passive 

attacks. A passive attack includes the exchange of data in a network without creating any 

interruption in the communication activities while active attacks includes the interruption in 

the communication and information, manufacturing and modification that can cause the 

normal functionality of MANET. The examples of passive attacks are traffic analysis, 

eavesdropping, and traffic monitoring. The attacks can be also differentiated by internal and 

external attack. 

 

2.1 Blackhole attack 

There are mainly two fundamental properties of black-hole attack. Firstly, the node of black-

hole network uses AODV protocol in order to advertise itself that it is having a reliable route 

from source to destination node in spite of having a spurious route with the probability of 

intercepting packets. Secondly, the attacker can absorb the intercepted packets rather than 

forwarding it further. However, it can be considered that the attackers are well-known 

regarding the risk of running that monetization and exposition can be done by the 

neighbouring nodes. In this type of attack, the attacker can modify or detect the intercepted 

packets in a way that the suspicious activities of wrong activities remain untouched-hole 

attack. 
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2.2. Wormhole attack 

In a network environment, the attacker records the data 

packets and forwards them through a tunnel to another 

network environment. These tunnels are considered a 

wormhole that acts between two attackers. The wormhole 

attack can be performed through one single node but most of 

the time, two or more nodes that are obviously malicious are 

connected through wormhole links. In the following fig (fig 1) 

a wormhole attack is displayed. 

 

3. Improvement in prediction accuracy  

In the application of data mining in the intrusion detection 

network, the detection approaches are generally implemented 

offline as the learning algorithms possess a large amount of 

archived data. These approaches are fundamentally used in 

intrusion detection in an offline manner. The intrusion 

detections should be performed in real-time as soon as the 

taking place of intrusion happens in order to mitigate the 

security compromises issues. In order to develop a real-time 

intrusion detection system, the data mining based IDS 

approaches are developed in order to identify the potential 

intrusion in the early stage. 

The architecture of data mining based IDS includes a series of 

detectors and sensor nodes, a model generating compound 

and a data warehouse. This modified architecture can not only 

support data collection, sharing and evaluation processes but 

also includes model generation, data achieving and data 

distribution. In order to deal with this heterogeneity issue, 

XML coding is utilised for each of the components so that the 

data exchange can easily happen. However, in this 

architecture the detectors is called ‘black-end’ detectors as the 

workload is distributed to various detectors in order to 

perform the analysing events in a parallel manner.  

 

 
 

Fig 3: Architecture of Data mining based IDS 

 

3.1 Decision tree algorithm 

This algorithm is called J-48 in the Weka Data mining. The 

development of the algorithm has emerged as ID3. This 

algorithm utilises the conquer and divide approach and 

normalization of operation is involved in this type of 

algorithmic structure. The values from the information are 

calculated and is utilised in forming the ratio in this 

algorithm. In this case, the lower trees can be formed in the 

decision tree and it is also possible to transform these lower 

trees into other levels. In this kind of decision tree algorithm, 

in order to detect and delete issue-oriented data from a large 

data set, a branch pruning is done effectively to reduce the 

rate of error. In this tree construction process, one single node 

can be detected and thus this starts processing. If all the 

samples are found of one class then the corresponding node is 

determined as a leaf and acts as a representative of a class. On 

the other hand, if it is found that the samples are from 

different classes, then the best segmentation is taken into 

account and the branching process continues. 

In the below fig (fig 4) the creation of random vectors occurs 

in the initial stage, then the random vectors are used to 

establish different decision trees and in the step three the 

decision tree is combined with a new sub-tree. Decision tree 

algorithm for performing data mining operation. 

 

4. Development and design ids in manet 

With the continuous monitoring of the audit trail traffic, 

detection of the malicious performances or attacks can be 

identified in the network system or the standalone network 

system activities. The ad-hoc or mobile networks in the 

MANET system involve the wireless nodes (mobile) that are 

dynamically arranged in a self-organized manner. In order to 

use the MANETs in a safe manner, the highly structured 

security mechanisms are constructed. The intrusion can be 

detected through the classification of the algorithms as 

‘normal’ and ‘abnormal’ in order to easily discriminate 

against the intrusions. Thus, the development of IDS has 

occurred in MANET. 

 

4.1 Stand-alone system 

In order to determine intrusion in the system, the IDS tools 

run individually with independent nodes. All the decisions 

regarding the specific activity solely dependent on the node 

and also there is no collaboration is observed among the 

nodes in the same networking environment. Thus, the 

information transformation does not occur in such a network 

and also alert information is not transferred as one node has 

no idea about the activities of the other nodes due to the lack 

of collaboration among the nodes. Thus, the model is not 

effective due to the limitation. However, this model is 

effective in those systems where the installation of IDS has 

already occurred. As compared to the multi-level network 

structure, this system is only suitable in the single-layered 

network. As the single node information is not adequate for 

the detection of the intrusion, thus for building MANET IDS, 

this approach is not selected.  

 

4.2. Cooperative and distribution system 

In this model, each of the nodes consist of an individual IDS 

agent that can detect the intrusions. Moreover, each node has 

the ability to collaborate with the neighbouring nodes in order 

to globally detect the intrusions. Whenever any in 

determination is evident, a broader and high level of search is 

required. However, when the intrusion occurs in such a 

system, the local or global responses are issued by the IDS 

agent. In this process each of the node responses in the 

process of intrusion identification as an IDS agent is involved 

in each of the nodes. In this regard, it can be considered that 

an IDS agent is able to collect and detect the local data for the 

identification of the attack in a network. Thus, this system is 

suitable for IDS based MANET development in a flat 

network.  

 

5. ANN Based IDS 
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Table 1: Supervised ANN based IDS taxonomy 

 

Approaches Advantages or characteristics Challenges 

Artificial Neural 

Network or 

ANN 

Updating new information is difficult. 

Novel intrusion cannot be detected. 

The features are based on the foundation of human brains. 

It comprises three phases such as data collection, training and examination to 

detect the attacker. 

It is able to perform in noise, incomplete and limited dataset. 

The leaning is easy and does not require reprogramming. 

Higher time for data processing. 

Very slow model training process that may 

not be appropriate for the high mobilized 

networks. 

During the training data over fitting happens. 

Decision tree 
· It is suitable for the larger data sets. 

· The accuracy for the detection is higher. 

· High computation is involved in the 

construction of the decision tree. 

 

5.1 Feature selection 

This is an important step for extraction and selection of the 

crucial parameters from a larger data set. In the initial stage of 

the detection system establishment, the analysis of 

probabilistic behaviour is done that includes the mobility of 

nodes in the network atmosphere. However, the missing of 

the specific intrusion-related features can make it difficult in 

the discrimination against the normal flow of the potential 

traffic. Thus, the mission of intrusion-related objectives may 

create errors and thus can affect the IDS functions. Thus, for 

creating better detection accuracy, the researchers use the 

hybrid model of ANN and data mining in the development of 

MANET. It is very important to for researchers to have the 

better system for the better accuracy so that IDS functions 

should not get affected. 

 

5.2 The architecture of ANN based detection model 

The ANN based detection models fundamentally classify and 

learn the features of the nodes’ observed behaviour by the 

proper utilization of the detection algorithm. In this case, the 

appropriate and suitable features are taken into account as 

input. The module design of MANET system requires the best 

energy efficient features. Thus, in order to save the energy, 

the IDS models should consume very little energy in order to 

achieve the targeted performance from the MANET system. 

In this process each of the node responses in the process of 

intrusion identification as an IDS agent is involved in each of 

the nodes.  

 

6. Hybrid model of ANN  

Thus, the hybrid model of ANN can efficiently detect the 

intrusion in the MANET system. On one hand, the 

architecture of data mining based IDS can not only support 

data collection, sharing and evaluation processes but also 

includes model generation, data achieving and data 

distribution. The architecture is designed as independent from 

model representation and format of sensor data. In this 

architecture, the model can be anything rather than a neutral 

network. In order to deal with this heterogeneity issue, XML 

coding is utilised for each of the components so that the data 

exchange can easily happen. On the other hand, the ML 

(Machine Learning) based ANN tools response in the process 

of intrusion identification as an IDS agent is involved in each 

of the nodes. Thus, for creating better accuracy in the 

MANET tools, most of the researchers use a hybrid model of 

ANN and Data Mining.  

 

7. Objectives covered in this research paper 

In this present research work, the better detection facility of 

the MANET for the intruders is performed and it has been 

evaluated in a detailed manner how the hybridization of Ann 

and data mining process in the MANET optimize the 

performance level in the detection of the malicious activities.  

In the future, for enhancing the efficiency of the MANET, 

fuzzy logic can also be used along with the ANN model for 

achieving higher accuracy in the detection of malicious 

activities or attackers in the very initial stage. This process 

will include CS algorithms and decision tree. 
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